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UserGate Mail Server - 310 pocCchitCKmii NOYTOBbLIV CepBeEp, ABNAIOWMNCA KO-
HOMMYHOW 1 MPOCTOW B yNpasneHun anstepHateon Microsoft Exchange.
MpoayKT pa3paboTaH Ana Manoro 1 cpefHero busHeca 1 NPeaoCTaBAAET aHTU-
BUPYCHYIO U aHTUCNaM-QUABTPALMIO S1EKTPOHHOW NOUTbI, @ TakKe LUIMPOKUI
Habop GYHKLMI, CBA3aHHbIX C OpraHm13aumei paboTbl SAEKTPOHHOM MOYTHI.

Ypno6Hoe B ynpaBneHun
pelieHue Ha 6a3se
OCWindows

UserGate Mail Server - 3To NoYTOBbIN
cepsep, ABNALMACA anbTepHaT-
Bow Microsoft Exchange v gpyrum
NONyNAPHbIM MOYTOBbBIM PELLEHNAM.
MponyKT obnaaaeT Moy bHOM
CTPYKTYpOW, UTo obecneuriBaet
BbICOKYIO HA[IeXXHOCTb PaboThbl Mpu
3KOHOMHOM MOTPebNeHUM CUCTEM-
Hbix pecypcoB. UserGate Mail Server
NpOCT B YCTAHOBKe U B aAMUHNCTPWI-
POBaHMM, YTO AieNaeT BO3MOXKHObIM
MCMoMb30BaHMe NPofyKTa KoMma-
HUAMI CaMOTO Pa3HOro pasmepa.
MponyKT obecneunBaeT KOMMaHMN
CpeaHero v Manoro brsHeca BCcem
HeobxoAnMbIM QYHKLMOHANOoM

15 obecneyeHma 6e3onacHoCTu

1 OpraHV3aLnm KOprnopaTUBHOM

nepenmncku.

e

UserGate Mail Server

MoppepKKa HECKONbKNX
NOYTOBbIX K/INEHTOB

UserGate Mail Server nossonset
MCMOMb30BaTh SOOLIE MOYTOBbIE KIN-
eHTbl Takue, Kak, Hanpumep, Windows
Mail, Outlook, Thunderbird 1 Eudora.
Tak1m 0bpa3om, paboTa NoYTOBOro
cepBepa OCTaeTCs He3aMEeTHON /1A
MoNb30BaTeNei, KOToPble MOryT NPo-
JOMIKaTb UCMOMb30BAHME MPYBbIUHbIX
MOUTOBbIX MPUNOKEHWI. B Ntobom
Cllyyae BO3MOXKEH [OCTYM K MouTe
uepes COHCTBEHHbIN BEO-KINEHT
(UserGate WebMail), uto moxxeT

6bITb YAOOHBIM AM1A [OCTYMa K NoyTe
C MOOUITbHBIX YCTPOWCTB, TaKWX Kak
MAaHLWETHI,

DNS-based filtering  |K, ASpgRs KY 8
Statistical filtering
Cloud antispam s eeSAiy

Cloud antivirus Avira

be3onacHocTb
3NIeKTPOHHOIN NOYTbI

BCTpoeHHble Moaynv aHTUBUPYCHON

1 aHTMCNam GunbTpaummn obecneyrsaioT
CEPbE3HYIO 3aLLMTY OT COBPEMEHHbIX
NHTEPHET-Yrpo3. PaboTa AaHHbIX Moayen
OCHOBAaHa Ha UCMNOJb30BaHWM 0O6aYHOrO
CEPBUCA, COAEPKALLEro CUrHATYPbl BCEX
aKTyanbHbIX CMam-pacCbiioK 1 BUPYCOB.
UserGate Mail Server cnocoben obecne-
UNTb 3aLLUMTY He TOMbKO OT BMPYCOB, HO

1 OT QUWIMHIA, @ TAKXKe OT PA3NUHBIX CXeM
MOLLIEHHMYECTBA, OCHOBAHHbIX Ha MeTOaX
CoUManbHOW NHXMHepUK. [TpOaYKT Takxke
CKaHWPYeT BCe CChlfIKM B COODLLEHMM, MPO-
BepAA 1x 6e30MacHOCTb. 3anaTeHToBaHHas
TEXHOMOTUA NOWCKa CMama B NOYTOBOM
Tpaduke RPD (Recurrent-Pattern Detection)
obecneunBaeT ypoBEHb AETEKL MM CMaMa
0KONo 99%, NoafepKMBan KparHe HNU3KNN
YPOBEHb NTOXXHOIO CPabaTbiBaHWsA - MeHee,
4yem ogHo Ha 1,5 MUIMOHA COODLLEH M.

CKauyBaHue NoYyTbl C
HEeCKONbKNX JOMEHOB

B UserGate Mail Server peanvsoBaHa
BO3MOXHOCTb OOBEAVHATD MOUTY

C HECKOMBbKMX IOMEHOB, BK/0YadA yUeTHble
3aMnmncK CepBUcoB 6eCMNaTHON NEKTPOH-
HOW NouTbl, TakKx Kak mail.ru, yandex.

ru, gmail.com, hotmail.com, noutoBbIi
aKKayHT NpefoCcTaBnAemMbli UHTEPHET-
npoBangepom v T.4. lNpeacTaBneHHbIn
bYHKUMOHaN NO3BONAET MHTErPUPOBATb

1 NePeHOCUTb B OfIVMH MOYTOBbIN ALK
noboe KoNMYeCTBO BHELIHNX afPECOB.
Mpy MUFPaLIMX C OAHOFO MOYTOBOrO Cep-
BEpa Ha APYrov CyLecTByeT BO3MOKHOCTb
nonyYyaTb MOYTY C YCTapPeBLUMX YUETHbIX
3anucen.

MopaepKa pasnnyHbIX
NOUTOBbIX KIIMEHTOB

3awunTa oT HeXenaTesibHoM
nouThbl

HenernpoBaHue
aKKayHTOB

be3onacHOCTb 3/1IeKTPOHHON
nouTbl

O npopaykre

UserGate Mail Server - 310 nonHo-
GYHKUMOHANbHbBIA NOYTOBbIN Cep-
Bep, obecneurBaloLLMii ynpaBneHmne
KOPMOPaTUBHOWM 3N1EKTPOHHOM
MOYTOW, €e XPaHeHNe, 3aLnTy OT
cnama v BupycoB. NpoayKT nogaep-
MKMBAET KOHLIEMLMIO MCMOSb30BaHNA
COOCTBEHHOrO YCTPOKCTBRa (Bring
Your Own Device - BYOD), a Takxke
NpenocTaBnseT Takom QyHKLMO-
Han, Kak pe3epBHOE KOMMPOBaHMEe
COObLIeHMI, NOAAEPKKY PaboThl

C BHELWHMMM MOYTOBbIMI ALLMKA-
MW, B TOM Ymcne 1 6ecrnnaTHbIMN
(mail.ru, yandex.ru, gmail.com v gp.).

OcHOBHble PpyHKL N

- yﬂpaBJ’IeH\/le OOMeHaMM

= CuHXpoHM3auma c Active
Directory (LDAP)

= YAaneHHbI JOCTYN

= JlocTyn K nouTte yepes BeO-KNMeHT
= YAaneHHble yyeTHble 3anmcu

= CnnCKKM paccbinkm

= [nbkaa cnuctema npasumsn

= NopaepkKa MPOTOKOMOB
SSL, POP3s, SMTPs 11 IMAP

= AHTMBMPYCHas 3almMTa
= ObnauHble aHTMUCNaM ¥ aHTUBMPYC

= Cepble cnvcku ang
60pbObI CO CrlaMom

= [IMHaMNYeCKNn «4epHbI
CNMCoK» IP-agpecos cnamepos

= TexHonornv ounsTpaummn ana
obHapyxeHwvA cnama: tarpitting,
SURBL, DNSBL, RHSBL, SPF 1 Bayes

= ApXvBMPOBaHME AaHHbIX
= JlpyxecTBeHHbIN nHTEpdeiic

= HeT cneundnyeckmx
TpeboBaHWM K annapaTHOM
1 MPOrPaMMHOW YacTAM

= ObnayHble TeEXHOMOT N

= 3arpy3umK nouTbl

www.entensys.ru ‘ sales @entensys.ru




OyHKuymoHanbHocTb UserGate Mail Server

[MoyToBbLIN CepBep obnagaet
MOJYNbHOWM CTPYKTYPOW, UTO
NOBbILLAET OTKA30yCTONUMBOCTD
npofayKTa.

UserGate Mail Server noanepxu-
BaeT MHTEerpauuio B JomeH Active
Directory, Tem CambiM 0bneryas
3afavy aaMUHUCTPNPOBAHWA
CUCTEMBI.

[TOMIMMO 3TOrO NPOrpPamMmmHoe
peLleHVie No3BONAET NCMOMNb30-
BaTb CMMUCKM PACChINKM, QYyHKLMIO
«ABTOOTBET» 1 MHTErPaLMIO

c IMAP-nankamu.

AoMUHUCTPUpPOoBaHKe UserGate
Mail Server BbinonHseTcs vepes
BeO-KOHCOMb aAMMHUCTPATOPA.

I"UserGate il server

BcTpoeHHbI BeO-KnneHT

npeAoCTaBfAeT BO3MOXHOCTb MOHO-
LIeHHOM paboTbl C nouTol Yepe3 Hbpaysep,
B TOM UKCSle, CO BCTPOEHHbIM MIaHUPOB-
LWMKOM 3afjay 1 npasrnamm obpaboTku
COOOLLEHUI.

DyHKUWS «[lenervpoBaHne» No3eonset
OTKPbITb APYIVM MOMb30BaTENAM AOCTYH
K KOHKPETHOMY MOUYTOBOMY SALLVIKY Yepes
BEO-KNNEHT.

UserGate Mail Server no3sonseT 3arpyaTb
nouty ¢ Modbix POP3-akkayHTOB 1 pacnpe-
AENATb NOyYeHHble MMCbMa MO ALLMKaM
nonb3osatenen. OyHKUMA «3arpy3umnk
NouYTbl» yAOOHa ANA NPOCMOTPA NINYHOW

VI KOPMOPATUBHOM MOYTHI C 6ECNNATHBIX
ALMKOB (Hanpumep, @mail.ru, @yandex.ru)
M C OPYIVX BHELUHVIX CepBEPOB.

UserGate Mail Server nogaepvBaeT HECKOJIbKO METOL0B GUNbTPaL MM cnama:

= dunbTpauma Ha ocHose DNS (DNSBL, RHSBL, Backscatter, MX, SPF, SURBL),
= OUABTPaUMA Ha OCHOBe pacnpeeNeHHOro OHMalH cepaica (00nayHbIi aHTUCMam),
= OUIBTPALMA Ha OCHOBE CTaTUCTMKK (COBCTBEHHAA peanw3aumna dunstpaunm baieca).

Kpome a1oro, UserGate Mail Server BbinonHaeT KoHTponb SMTP Ha cooteTcTBume RFC,
MO3BOJIAET OrPAHNUNTb MAKCUMASbHbIV Pa3mep NCbMa, MakCMabHOe KOIMYECTBO

nonyvatenem v T.n.

€ 2 C [} 192.168.30.50/admin/
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AHTUBNPYC

MakcrumanbHas
3aluMTa OT cnama

[1na aHTVBMPYCHOW NPOBePKN CoobLLe-
HWI B MPOrpamMMHbIV MPOAYKT BCTPOEHb
moaynu ot Avira, Kaspersky Lab 1 Panda
Software, a Takxe Mofysb 06nauHbli
AHTUBUPYC. AHTVBMPYCHbBIE MOAYN
MOryT OblTb MCMOSb30BaHbI Kak Mo
OTAENbHOCTW, TaK 1 OAHOBPEMEHHO,
BbINOMHAA NOC/e0BaTENbHYIO MPOBEPKY
MOYTOBbBIX COOOLLEHWIA.

Apx1BaLMA MOYTOBbIX COOBLLIEHWI
MO3BONAET COXPAHATH KOMUKM BCEX
NOCTyNaloLMX COObLIEHN ellje A0
BbINMOMHEHNA aHTVCNAM- 1 aHTUBUPYC-
HoW dunbTpaumn. Konunm coobLieHni
MOMeLAloTCA B CNeLranbHyto narky.

B HacTporkax apxmBaLmm MOKHO
BbIOPaTh HanpagneHe (ToNbKO BXO-
JALve, TONbKO ncxoasalime unmn oba
HampaBmneHVs) 1 yKa3aTb afpeca UCKIo-
yeHuin. MNpu HeobxoarMoCTH, dannbl

13 Narnku apxnea MOXHO NePeEMeCTUTb

B Manky ouyepen BXOAALMX COOOUIEHNI.
B 3TOM Ciydae NoYTOBbIN CEpBEP BbINON-
HWT NOBTOPHYI0 06PaboTKy 1 1OCTaBKY
COODLLEHWI.

Bknanka «KypHan coobLieHuin» B KOH-
conun agMmnHucTpaTopa UserGate Mail
Server npefocTasndeT MHGOPMaLMIO
000 BCex COOObLLEeHMAX, 06PaboTaHHbBIX
cepBepoM. AOMMHNCTPATOP NOYTOBOrO
cepBepa MOXeT UNLTPOBATb CTaTU-
CTMKY MO faTe, Mo CTaTycy 00paboTKu
(nocTaBneHo/3abnoKMPOBaHO) N

no afpecy coobleHna, MOMeCTUTb
COOOLIEHNME B «UEPHbBIN» UK B «Benblii»
CMWCOK, MOMETUTb COODLLEHVE Kak CMam
WAV BBINOMHUTD «NPUHYAUTENBHYO»
[OCTaBKY.

UserGate Mail Server npenoctasnaet
NHbOPMaLIMIO 060 BCEX COODLLIEHNAX,
06paboTaHHbIX MOYTOBbIM CEPBEPOM.
MOHUTOPVHT COODLLEHMI MNO3BONAET
BbINOMHATL GUABTPALMIO MO [aTe, Mo
CTaTycy 0bpaboTkm (DocTaBneHo/
3ab110KMPOBAHO), MO afjpecy NCTOUHMKa
WM Ha3HaYeHWs, BbINOHATb Npu-
HYIUTENbHYIO OTMPaBKY COODLLEHWA,
33b/10KMPOBAHHbIX KaK CraM, a TakKe
CO3[1aBaTb CMUCKM UCKMOUEHNI.
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