MHorocyHKUMOHaNbLHLIN MeXCeTeBOW  3KpaH M cucrtema
oGHapyxeHusa (npegoTBpaweHusi) BTopxeHnn DEPO Traffic
Inspector — nporpaMmHo-annapaTHbIn W3 6€30nacHOCTU, COCTOALLMIA
n3 cepsepa DEPO Computers n nporpammHon nogaepxku Traffic
Inspector ana obecnevyeHnss 6e30MacHOCTM KOPNOPaTMBHOW CETU MNpu
NOOKITHOYEHUN €€ K NHTEPHETY.

DEPO Traffic Inspector npegHasHa4eH kak o KOMMEPYECKNX, Tak 1 Ans
rocyJapCTBEHHbIX 3aKa3yYMKOB C KopropaTMBHoW ceTbio fo 500
KOMMNbIOTEPOB (MaKCUManbHOE KONIMYECTBO YYETHLIX 3anncen 3aBUCUT OT
Xapaktepa Tpaduka M UCMNOMb3YyeMOW HaACTPOMKU YHKLUMOHAIbHbIX
Moaynen).

B cocTtaB pelueHus BxoanTt ctoeudHbln cepsep DEPO dopm-cakTopa 1U,
a Takke nporpammHoe obecnedeHne Traffic Inspector.

BapuaHT peweHus ¢ ceptudunumposaHHon OCTIOK Poccun Bepcuen Traffic Inspector nossonser
ucnonb3oBaTb €ro B COOTBETCTBMM C 3aKOHOAATENbCTBOM B [OCYAAPCTBEHHbIX YYPEXOEeHUsX U B
opraHusaumsix, SBRsOLLMXCa onepaTopamMm NepcoHanbHbIX AaHHbIX.

OcCHOBHbIe XapakKTepuCcTukun:

aHTMBMPYCHas 3aLLMTa, JEeTEKTOP CEeTEBON aKTUBHOCTY;

IDS/IPS;

Layer 7 — counbTpaums (MHTENneKTyanbHoe pacrno3HaBaHWe NPOTOKOMOB NpUKNagHoro (ceabMoro)
YPOBHSI 3a CYET CUrHaTypHOro aHanusa, ucrnonb3yeTcs Ans 6rokMpoBKM NpunoxeHuii Bpoge Skype u

BitTorrent);

OroKMpoOBKa CaMToOB, pekrambl, KOHTEHTHaa dunbTpaums n URL-punbTpaums, nepexsaTt u aHanus

HTTPS-Tpaduka;

MPOKCKU-CepBep;

naeHTudukaums KnmeHTa no MMeHn 1 naponto, Yepes aomeH, no IP n MAC, VLAN un yepes VPN;

SMS-ngeHTnnkauus;

pas3nnyHblie MeToabl ayTeHTVI(*JI/IKaLI,VII/I;

NHTErpauunsa ¢ gomeHHow cpegon Active Directory (mnopT nonb3oBaTenen n3 JOMeHa);

OorpaHuyeHne CKOPOCTU UHTEPHETA M yNpaBieHne NPonycKHOM CNOCOBHOCTbIO MHTEPHET-A0CTYNA, Y4eT
Tpaduka ¢ CUCTEMOWN NMMUTOB, TMOKOEe yrnpaBneHne MapLipyTusaumen;

wennep Tpadwuka, pacnpeaeneHve 3arpy3ku, NpUOPUTETbI, OrpaHWYeHWe WHTEpPHEeT-4oCTyna mno
CKOPOCTU, MakeTam n CeccusMm;

paclmnpeHHasa mapwpyTtusaumsa Advanced Routing;

NMOYTOBBIN LUSIO3 C aHTUncnamom;

BCTPOEHHbI Beb-cepBep AN MNpocMoTpa OTYETOB W MHAMBMAYanbHOW CTaTUCTMKM  Kak
agMUHUCTpaTopaMu, Tak U AONYLEHHBIMU K CTaTUCTUKE NONb30BaTENSAMU;

OUNNNHT.



MocTaBka v nocrnenpogaxHoe CONpOBOXAEHNE MPOrpaMMHbIX U annapaTHbIX KOMMNOHEHTOB OCYLLECTBIISETCS
OfHOM KOMNaHunen n n3baeBnsieT 3akaszynka oT HeOOXo0ANMOCTU B3aMMOLENCTBUSA C Pa3HbIMU NOAPALYNKAMM.
O6cnyxmBaHMe cuctembl BO3MOXHO B ntobon Touke Poccum (cepBucHas ceTb coctout Gonee yem m3 200
ueHTpoB). MapaHTusa Ha obopynoBaHme — 1 rod, CPOK peakumm Ha Nnpobnemy — He 6onee 6 Yacos B pexume
24/7 n obcnyxmMBaHWe Ha MecTe JKCnyaTauumn peLleHns.

MHoroyHKUMOHaNbHbBIA MEXCETEBOM 3KpaH U cucteMa obHapyxeHus (npegoTBpalleHmns) sTopxxeHnin DEPO
Traffic Inspector ngeanbHO nogonaeT Anst cpegHero Gu3Heca M rocy4apCTBEHHbLIX OpraHM3aunini ¢ CeTbo 40
500 komnbtoTepoB. CoBpeMEHHbIE TEXHOMOMMN, Ha KOTOPbIX BasupyeTcs peleHne, obecnedart kKaueCTBEHHYHO
OopraHmM3auuio AocTyna B MHTEPHET, KOHTPOSb Tpaduka 1 HaOEeXHYH 3alnTy MHAOPMALMOHHBLIX PeCcypcoB
opraHmMsaumm OT pasfnyHbIX TUMOB Yrpo3.

PeweHna komnaHum «CmapT-CohbT» 3sawmiaoT KoMmnbloTepHble cetn  «lasnpomar», «MeradgoHar,
C6epbaHka, PXK[, «PocHedTn», a Tarke ThiCAY APYrMX KOMMNaHUM KPYMHOro, cpegHero n Manoro 6msHeca u
rocygapcTBEHHbIX OpraHu3aLmn.



