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Traffic Inspector Next Generation Enterprise - yHuBepcasnbHbii
wnto3 6esonacHoct (UTM) 1 cuctema obHapyxeHus
(NpepoTBpaLLeHns) BTOPXEHUA Ana reorpadpuyecku
pacnpeneneHHomn KOMNbITEPHON ceTU. PelleHne CocTonT 13 LieHTpa
ynpasrneHna Center Management System 1 HEeCKOSTbKUX YCTPONCTB
Traffic Inspector Next Generation. MNporpaMmmHas 4acTb UCMONb3YyeT
OC FreeBSD 11.1.

TRAFFIC UTM-pewweHune Traffic Inspector Next Generation Enterprise

P R
/{/\\ INSPECTO BKNto4aeT B cebsa cuctemy obHapyXeHus n npegoTepaLleHunst

NEXT

s/ GENE_Rf‘f!"," BTOPXXEHUN, MexceTeBou akpaH, VPN, aHTuBmpyc n gpyrne yHKLmmn
-’“’"—E',\]TERPRISE ceTeBon 6e3onacHOCTU. AQMUHUCTPATOP MOXeT onpeaensaTb obwme

npasuna ceTeBoro JOCTyna, Bblxoda B UHTEPHET U Apyrue
HaCTPOWKK, KOTopble ByayT 4encTBOBaTb OAHOBPEMEHHO Ha BCEX
YCTPOWMCTBAXx B yaaneHHbIX dounnanax opraHmsauum.

TexHu4yeckoe onucaHume Traffic Inspector Next Generation:

3aluTa nepcoHarsnbHbIX JaHHbIX NPU UX Nepegayve No BHELWWHNUM KaHanam CBA3W;
3awmTta yaarneHHoro ussHe yepes VPN-coeauHeHus;

IDS - cnctema obHapyeHusi u NpegoTBpaLLEHNS BTOPXKEHMI (OCHOBaHa Ha Koge u
curHatypax Suricata, nogaepxmaet npasuna ET Open, nHterpmpoBaHa ¢ SSL Blacklist
(SSLBL) n Tpekepom Feodo);

nuterpauus ¢ CK3U «Marllpo KpyntonakeT» no3BonsAeT NPUMMEHSATb PELUEHNE B
roCyapCTBEHHbIX YYPEXKOAEHUSIX;

OBYyxakTopHasa ayTeHTMduKauuio nonb3oBartenen;

GnoknpoBKa HexxenaTernbHOro KOHTEeHTa (Ans y4ebHbIX 3aBeJeHNn MOXXHO MCMOoNb30BaThb
CMUCKN KaTeropun, pekomeHaoBaHHbIX MnuHobpHayku PO);

GrnokupyeTt Tpaduk ToppeHToB, TeamViewer 1 pyrmx nporpamm;

paboTaeT Kak NPOKCK-CepPBEP C MHTErPUPOBAHHBLIM aHTUBMPYCOM (cBsidka nnarmHoB C-ICAP
n ClamAV). UHTerpaunsa npokcun-cepsepa ¢ Active Directory obecneunBaeT equHyto
ayTeHTUdmKauno 4nsa nonb3oBaTtenien  asToMaTu4eckoe NpMMeEHeHNe pasHbIX NpaBus
A0CTyna B MHTEPHET ANsi pa3HbIX rpynn COTPYAHUKOB,

ncnonsdyet OC FreeBSD 11.1

Cpok oencTBua nMueH3nn — nATb NeT — BKIOYaeT OOUH rod AoCTyna K 0GHOBMNEHMAM U
pacLUMPEHHON TEXHMYECKON NOOAEPXKKE.

PeweHunsa komnaHun «CmapT-Codt» paboTatoT B KomnaHuax PocHedTb, Ma3npom, MeradoH,
C6epbaHk, PXX[ n apyrux opraHmsaumsx KpynHoro n manoro 6musHeca, a Takke B rocctp
CyOapCTBEHHbIX OpraHu3aLui.



