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CepTudunumpoBaHHbIN YHUBepCcalnbHbIN W3 6esonacHoctTn (UTM)
Traffic Inspector Next Generation FSTEC — nporpaMmHo-annapaTtHbIi
CeTeBOW LUIK3 HOBOMO MOKONEHNs AN opraHn3aumm KOHTPONMpyemMoro
AOCTyNa K MHTEPHETY KOPNOPATUBHbLIX KOMMBbIOTEPHBIX CETEN U UX 3aLLUTbI OT
BHeLWHMX yrpo3. OTHocuTce K knaccy Unified Threat Management.
BbasupyeTtcs Ha oTkpbiTom kKoge npoekta OPNsense. CooTBETCTBYET HOBLIM
TpeboBaHnsam GCTIK ot 2016 roga. MoxeT ncnonb3oBaThCs B
,T;;,fg,'ﬁoa rocy4apCTBEHHbIX OpraHn3aumsaxX: LWKomnax, By3ax, MeANLMHCKMX LleHTpax v
géﬂwwr‘ ap. (nveet cooTtBeTCTBYIOWMI cepTucmkat PCTIK Poccun).

STEC . .
; Traffic Inspector Next Generation FSTEC obecneumBaeT unbTpaumio Ha

pasHbIX ypoBHAX mMogenu OS| (ceTeBOM, TpaHCMOPTHOM, MNPUKNagHOM) WU

ynpasreHune Yepes Beb-nHTtepdenc no 3awmweHHomy HTTPS-nogkntoueHunto, a Takke no npotokony SSH ¢
NCNoONb30BaHMEM TepMUHANbHOro AocTyna. PelweHne pasBopadvMBaeTcsa B PONM LIMKO3a Ha rpaHuue
KOpnopaTMBHOWN CETN N NO3BONSET KOHTPONMPOBAaTb MHOPMALMOHHBIE NOTOKN MEXAY NTOKanbHOW CETbio U
NHTEPHETOM.

Mogenu B nnHemke:

S100: gna HebonbwMx goMawHUX M OdUCHBIX ceTen. B kadecTBe annapatHoOM nnaTtdopMbl
ncnonb3yTcsa KoMnbloTepbl X86-64 manoro opm-haktopa (152,4 x 152,4 mm).

S500: ans cpeaHero 6usHeca v rocyAapCTBEHHbIX YYpeXxaeHuii cpeHero pasvepa.

M1000: gns kpyrnHoro 6musHeca n ydpexaeHunin roccekTopa.

L1000+: TonoBaa mogenb Ans KPYMHbIX KOMMEPYEeCKUX, rocyaapCrtBEHHbIX, 06pasoBaTeanb|x
OpFaHI/I3aL|,VIIZ, yqpe>|<p,eHV||?1 3A4paBOOXpaHeHud, KyrnbTypbl, CopTa U Typu3sma.

AnnapartHas nnatgopma mogenen S500, M1000 n L1000+: ctoeyHble cepBepbl DEPO dopwm-
daktopa 1U.

TexHuyeckue xapakrtepuctukm Traffic Inspector Next Generation FSTEC:

ceteBou akpaH (Packet Filter) sawmwaeT w03 1 KOMNbOTEPLI NONb30BaTENEN OT
HeCaHKLMOHNPOBAHHOIO 4OCTYNa U3BHE, pa3gaeT MHTEPHET Ha nonb3oBartenen, obecnevmsaeT
AOCTYN K BHYTPEHHUM CepBepam U3 MHTEPHETA;

MOHUTOPUHI ceTeBor akTuBHOCTU U oT4eThbl (NetFlow: oT4eT No ceTeBOW akTMBHOCTU, NO Hanbonee
nonynsipHbIM ceTeBbIM crnyxbam, no Hanbonee nonynapHbiM IP-agpecam. Beb-npokeun: Domains (no
nocewieHHbIM gomeHam), URLs (no nocewweHHbim URL), Users (no nonb3oBatensm,
reHepMpoBaBLUMM 3anpochkl Ha npokcn), User IPs (No koMmnbloTepam, reHepMpoBaBLUMM 3anpockl Ha
npokch). YTunutel RRDtool: oT4eT N0 COCTOAHMIO MHTEPHET-KaHarna, No MCrnosb30BaHUIO Npoueccopa,
MO MCMOSb30BaHUIO OrnepaTMBHON NAaMSATH, MO KONMYECTBY COCTOSHUI TPACCUPOBLLMKA COEANHEHUI
CceTeBOoro akpaHa. MOHUTOPUHS 3arpy3ku ceTeBblX MHTEPdENCOB B pearbHOM BpeMeHW. XKypHan
ceTeBOro akpaHa. CucteMHbIn XypHan u syslog-ng);

yrnpasneHue nponyckHOM CNOCOBHOCTLIO MHTEPHET-A0CTYNa AMHAaMUYECKUM LLUENNEPOM U
npuopuTnsaumen Tpaduka (orpaHM4YeHne MakCMManbHOM CKOPOCTU paboTbl Nonb3oBaTeNs,
pes3epBUpOBaHNE BbiAENEHHOM NONOCH! ANA Tpaduka, pacnpeneneHne nponyckHoM cnocobHOCTH
WMHTEpHeT-KaHana NopoBHY Mexay Nonb3oBaTensMn BHYTPEHHeN ceTn, NpruopuTm3aunsa Tpaduka
NPUMOXEHUS C NOMOLLIbIO ovepeaen Ansa Tpaduka, KPUTUYHOIO K 3adepXKKam);

pasnuyHble Buasl VPN (OpenVPN, IPsec B TyHHenbHOM pexume, L2TP/IPsec (IPSec B
TpaHcnopTHom pexume), Tinc VPN, PPTP, PPPoE);

knactepusauus (ncnonb3yet npoTtokoribl CARP (VRRP), PFSYNC (cMHXpoHW3aums COCTOSAHUSA
mMexceTeBblX akpaHoB), XMLRPC Sync (CMHXpOHM3aumst MPOYNX HACTPOEK LUM03a);

Connection Failover (B OAaHHOM peXume W3 NepeKkrinyaeTcd Ha 3anacHble KaHallbl 40CTyNna B
MHTEPHET Npun BbiXoge N3 CTPOA OCHOBHBbIX, obecneymBasi TeM cambiM HENPEPbIBHOCTb [J,OCTyI'Ia);

cuctemMa LeHTpanuaoBaHHoro ynpasneHus (Central Management System) pacnpegeneHHon
NMHPACTPYKTYPOI CETEBBIX LLUMO30B (LUN03 MOXET ObITb MacTep-y3nom (master node) B
LeHTpanbHOM ocmce 1 nog4YMHEHHbIM y3nom (slave node) B yganeHHom ocpumce);



— Captive Portal (B Tom uncne ¢ nogaepxkon SMS-ngeHtndpnkaumn);
— rmbkasa mapLipyTm3auus;

— npokcu-cepep (Squid) nopaepxmsaeT: HTTP, HTTPS, FTP, npo3payHoe npokcupoBaHue, nepexsat
n gewmndposaHne SSL/TLS-coeguHeHnn, kelumpoBaHue Beb-KOHTEHTA, unbTpauuio;

— dunbTpauus: no IP-agpecam KNMEHTOB 1 ceTsiM, MO NOPTaM Ha3Ha4vyeHus!, Nno Tuny 6paysepa (User
Agent), no Tuny koHTeHTa (no MIME-Tunam), no obwmm 6ensim 1 YepHeiM URL-cnnckam, no
nHamemnayanbHbeiM URL-cnvckam, Ha3HayaeMbliM Ha LOMEHHOrO UKy NIOKanbHOro Nonb3oBaTens unm
rpynny, no ckauneaembimM URL-cnnckam (SquidGuard), no kateropmsim ¢ nomoubto mogyns NetPolice
(8 URL-cnuckax gonyckaeTcs UCMONb30BaHNe CUHTAKCMCa perynsipHbiX BblpaXXeHui);

— pasnuyHble MeToAbl ayTeHTUdUKaUMmM (ayTeHTudnkaumsa no nokanoHon 6ase, LDAP, RADIUS,
Kerberos, npuesaska no IP- 1 MAC-agpecam, aByxdakropHas ayTeHTMdurkauus, sayyepbl);

— Layer 7 — cunbTpauma (MHTENNEKTyanbHoOe pacrno3HaBaHMe NPOTOKONOB NPUKIagHOro (Cegbmoro)
YPOBHS 3a CYET CUrHATYpPHOro aHanunsa, ucnonb3yeTcst Ans 6fOKMPOBKN NPUNOXeHMn Bpoae Skype n
BitTorrent);

— wno3oBbl aHTMBMpyC (HTTP Antivirus Proxy + ClamAV) He TpebyeT yCTaHOBKM Ha KaXXaoM
KIMMMEHTCKOM KOMMbIOTEPE, BMECTO 3TOrO YCTaHABMMBAETCA OAMH pa3 Ha Lmo3e 1 NpoBepsieT BeO-
Tpaduk Bcex nonb3oBaTenem;

— cpepa: onepaumoHHas cuctema FreeBSD.

Cpok gencteus nuueH3mm — 5 ner, BkrtoyaeT 1 rog goctyna K 06HOBNEHUAM U pacLUMPEHHOW TEXHUYECKON
nogaepxke.

PeweHuns komnaHmm «CmapTt-CoT» 3aimaoT KoMnbITEPHbIE ceTu «a3npomay, «MeradoHay,
Cb6epbatka, PXX[1, «PocHed Ty, a Takke TbICAY APYrMX KOMMNAHWUIA KPYNHOro, cpegHero n manoro 6musHeca u
rocygapCTBEHHbIX OpraHu3aumin.



